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Contacts

e Types of Contacts
o Key Staff (Internal): Management, Members of people who are part of teams in your
COQOP, and anyone who has a direct role in your preparedness plan. They are the
ones making important decisions
o Staff (Internal): Other employees within your department
o Non-Staff (External): Outside employees or contractors (IT, Security, Financial
Services, etc.)
o Vendors/Other (External): Third-parties, emergency services, etc.
¢ You do not need to have every member of your department as part of your contact list.
You mainly want to include “decision makers” in your plan
e Make sure your contacts list is detailed enough so that you can fill in your “Teams”, “Orders
of Succession”, “Delegations of Authority”, “Essential Functions” etc. tabs
o The more time you spend making sure this tab is filled out completely, the less time
the other tabs will take.
e (Questions to ask:
o Do we have current contact information documented and accessible within our
Continuity plan if an event occurs outside business hours?
o Have we accurately identified the vendors/pattners/suppliers (and others) who
provide critical services or resources to our organization?

e Best Practices
o Enter Contacts in the Master Data Area; once there, they are available for import
into sub-plans
o Modify/update contacts in the Master Data Area, so that changes flow down to the
sub-plans where they were imported
o And remember... changes to a data field in a sub-plan do NOT flow back up to the
master plan; they break the link for that field only

e How to get contacts into your plan

o Go to your contacts tab in your plan. Go to “Import Contacts” this will show all
contacts that are in the master data plan. By checking on the box next to a person’s
name, it will add that contact into your plan.

o If the name you need is not in the master data plan, you can “Add Contact”. This
will pop up a blank “Contact Details” form where you can add the contact
information into your plan.

®  When doing this, USE THE DROP DOWNS for Department and
Division. This will maintain consistency in your plan. If you type things in,
it will create duplicate entries.
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Example of Bold Planning Contacts Tab
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e Teams represent a group of people who are put together to accomplish a common goal.
e Teams are part of the “Who”

e Default teams in Bold include Relocation, Planning, and Support. These come built in to
your COOP. You can edit and add teams as needed

The following are examples of what these teams might do. They will differ based on your
departmental needs.

¢ Planning Team

@)
©)
©)

Developing, updating, reviewing, and training on the COOP
Determining Alternate Facilities
Testing communications capabilities with staff

e Relocation Team

©)
©)

(@)

O O O O

o

Decide whether or not to relocate (and where)
Responsible for relocating to the designated Alternate Facility in a timely manner,
then re-establishing and recovering the operations of the organization’s essential
functions.
Manage communications
= With staff and vendors
Coordination of purchasing and financial transactions
Decision of when to relocate back to primary facility
Movement of furniture, supplies, and overall operations
Identifying flaws in the plan and updating appropriately (lessons learned)
Conduct lessons learned meetings and develop improvement plans

e Support Team

(@]

Responsible for providing support to the Relocation Team as requested

Questions to Ask

©)
(@)

@)
@)

Who are the key people within our organization and outside our organization?
Have we established teams within our plan and are these people organized on these
teams?

Are team members aware of and understand their responsibilities to the teams?
Have you conducted planning meetings to discuss the details of your teams and the
responsibilities of those teams?

e Best Practices within the Bold Planning Software

(@]

O

When placing somebody on a team, do not just put their contact information here,
identify their role within the team.
Do not overcommit one person to too many teams
You can create master level teams that can then flow down to sub-plans

* An Executive Team, Incident Response Team, Public Relations Team,

Logistics Team

You want to correspond team roles with Vital Records & Essential Functions
Train your teams on their roles and responsibilities during a continuity event.
While there are template teams, you will want to create teams that are specific to
your plan.
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Creating Teams in Bold Planning

o Teams that are created on the Master Level Data Area will flow down into
subordinate plans. You cannot edit these but the information is important for all
plans.

o When assigning roles and responsibilities, if there is a green check mark beside a role,
that means somebody has been assigned that role.

o After you have created a team, you can run a report as an excel spreadsheet. This
will show team membership and their designated roles and responsibilities.

= If you see one person who is on many teams with many responsibilities,
consider spreading out that work.

= Ensure there are no gaps in your spreadsheet. Gaps mean you do not have a
role assigned to a person on one of your teams.

o If you have a change in personnel, you can edit the data to replace the old employees
with the new employee in all of the roles that the old employee was assigned.

The following page shows an example of the “Teams” tab in Bold Planning
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Example of Bold Planning Teams Tab

X

Assign New Member ) (_ Add/Edit Team(s)

Name / Title / Contact Planning Team Role

Jay Rodenburg
D

Personnel

@ucdenver.edu
aura Borgelt Responsible for the official r
iate Dean for Administration and Operations

iew and formal approval of the finalized plan.

Serv

es as the Planning Team Chief : the primary point of contact for all continuity planning issues

ucdenver

Facilities Manager
Dean's Office

3-724-9713
C: 303-709-4531
andrew.rotz@cuanschutz.edu
Rachel Copeland
Associate Dean, Finance & Budget
Dean's Office
W: 303-724-2
C: 360- 2
RACHEL.COPELAND@CUANSCHUTZ.EDU

9

Name / Title / Contact Relocation Team Role
Susan Kepner PHARMD EDUCATION RELOCATION
PharmD Education Coordinator

contact for PharmD Education Facility Management; duties could include
and IT related requirements.

Other Administration Serves as the primary poi
furniture, office equipm,

Nicole Reisdorph ARCH RELOCATION:
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Other Administration
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3
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t Sen
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: 303-724-4055

H: 720-870-0567

C: 720-256-6805
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Department of Pharmaceutical Sciences PhD EDUCATION
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partment
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; duties could include assistance in selecti

as the primary point of contact for Facility Managemer
equipment, and IT related requirem
Michael Wempe RESEARCH RELOCATION:

Research Associate Prof
Other Admin| ation

arch Equipment Manageme assistz

es as the primary point of contact for R

Jarod Brown PhD EDUCATION:
Grad Program Director
er Administration Serves as the Relocation Team Chief and is responsible for deciding if and when to relocate operations to

W: 303-724-8213

H

arod.brown@ucdenver.edu

Jackie Milowski PhD EDUCATION:

DOPS Admin Assistant

Administrative Support Ser as the primary point of contact for Facility Management; duties could include assistance in selecti
N: 24-7263 equipment, and IT related requirements.

tinuity even

ncial related issues during ncluding pu:

onsible for coordinating and managing fir

Name / Title / Contact Support Team Role

the staffing levels and successful completion of essential functic

Jay Rodenburg Responsible for manag
Personnel Director
Dean's Office

548

515

Responsible for IT Including equipment, internet connectivity, etc.

GABE.MASCARENAS@CUANSCHUTZ .EDU
Andrew Rotz
Facilities Manager

vith vendors and for reporting and coordinating with the Reloca

-724-9713

: 303-709-4531

andrew.rotz@cuanschutz.edu

Laura Borgelt Serves as the Support Team Chief and is responsible for reporting and coordinating with the Relocation 1
Associate Dean for Administration and Operations
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Orders of Succession

e The orders of succession tab answers the question of “Who comes next?”
o Identifies who will step in for personnel in key leadership roles if they are
unavailable.
e The person who officially has the role should be listed as the “Primary”. Individuals who
would step in if the primary is not available are listed as “Alternates™.
o There should be a minimum of 2 but preferably 3 alternates for every primary role.

e If you have completed the General Information section your department head’s name will
appear automatically in the Orders of Succession list.

Editing Orders of Succession

e Your department head should be listed as the Primary

e C(lick the Edit button to the right of the row called #1 Alternate

e TFind the appropriate name in the Contact Search Results and click on it
e That person should now be listed as #1 Alternate

e Repeat these steps for #2 and #3 alternates

Adding Orders of Succession for your Teams

e Click Add New Succession, enter the title of the position and click save

e C(lick the Add New Member Button or the Edit button to the right of the row
e Find the appropriate name in the Contact Search Results and click on it.

e Check to see the person is listed correctly

e Provide Alternates for your new Primary

Example of Bold Planning Orders of Succession Tab 6.1

..............

~~~~~~~~~~

::::::::::

:::::::::
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Delegations of Authority

e Pecople within your department who typically have authority may need to delegate that
authority in a disaster or disruption. The primary person may be incapacitated during an
event, or they may be just too busy during a disruptive event to attend to all of their duties.

e Types of Authority

o Signing important documents, writing checks, making purchases, closing offices,
hiring staff, eliminating positions, granting leave

e Itis recommended that you go three deep in your authorities, a primary person and two
back-ups.

e Questions to ask about Delegation of Authority

o Are there special authorities or capabilities that are performed by specific personnel
within our organization?

= If so, what are the specific authorities they conduct and who holds the
capability to perform them?

o If these people are unavailable during a continuity event, have we established a line
of “back-up” personnel who could perform these authorities in their absence?

o Have we conducted planning meetings to train “back-up” personnel on these
delegations and their responsibilities?

e Delegations of Authority can only be put in place if you have a good contacts list.

Example of Bold Planning Delegations of Authority Tab 7.1

A New Delegaton Sot Deiegatons

23 stsgms )

Title Department Name (Resition comently hedd b 400 Acteg Agent ]

CU Denver - Anschuts Police Department Rhonda Truesdale Eolg Desisy

23 setisgean

Title Oepartment Name (Deiegates & #23 Delogates 4pent

Saty Cesiey

61 Delegaice

8 Sotigeats

Title Department Name (Feartion correntiy haid &, AG3 Actieg Agent

Eslg Comie)
CU Denver - Anschut Police Department 20303 Gadds ) C'ky

23 scaigmn

Title Name (Detegated ¢ #3d Deiegaes 4gent )

Eot, Cowiay
Did M _E81)  Demiay

£t Deiegarica

28 St hgeats

Title Department Name (Fostion covrently haid & Add Actieg Ageot

Police Department Michae! L Bear & 0-_!!5’

23 satigen )



University of Colorado

Denver | Anschutz Medical Campus

Facilities

e TFacilities represent the “where” aspect of your COOP and are one of the cornerstones of
your COOP.
e There are two distinct facilities in your COOP “Primary Facilities” and “Alternate Facilities”
e TFacilities are used in the Vital Records & Resources and Essential Functions tabs
e What is a Primary Facility? — This is the place where your normal operations take place
o Be sure to put your Primary Facility Name and Address (including suite numbers if
applicable)
o Staffing Levels at the Facility (plus additional capacity)
o Take the time to add resoutces at the Facility (Quantity/Description)
o The Facility Manager who is in charge of your department should be added as a
contact in the plan
e Alternate Facility — Backup sites for relocation
o Can be another primary facility — can be alternate office space or a temporary
building, can be rented space from others
o Add in facility name and address
o How many staff are relocating?
o Resources at primary facility vs. Resources needed for relocation
e In most cases, your alternate facility will be determined by the facility maintenance team
within the University who will need the following information to identify space:
o The number of staff who are relocating there and Resources you will need in the
alternate facility.
e You can create a “to be determined” alternate facility so that you can document the
resources you anticipate needing

Example of Bold Planning Facilities Tab 8.1

[e93] University of Colorado
\ <)
=
¢
Add New Facility Import Facilities Backport Facilities
Search / Filter: Al v
Aurora, CO 80045
Facility Manager: John Herrera - Security Engineer (w: 303-724-3303, c: 303-476-8672, JOHN.HERRERA@CUANSCHUTZ.EDU
Choice Alternate Facility
1st Alternate Work Remotely/On Campus Hybrid - Pandemic - See File Archive
2nd Alternate University Emergency Operations Center - Campus Services Building - 1945 North Wheeling Street - Room 116 - Aurora, CO 80045

3rd Alternate Security Badging Office - 13001 E. 17th Pl. Room N1207 - Mail Stop F506 - Fitzsimmons Building AKA 500 Building - Aurora, CO 80045

13001 €

Room N1207 - Mail S

;; \7\7\1 : Ray Mensah - M3
Choice Alternate Facility
istAltenate  Work Remotely/On Campus Hybrid - Pandemic - See
2nd Alternate  University Emergency Operations Center - Campus Services Building - 1945 North Wheeling Street - Room 116 - Aurora, CO 80045
3rd Altemate  Old Firehouse - Aurora, CO 80045
12545 E. 19th Place - Mail Stop F409 - Anschutz Medical Campus Building 407 - Aurora, CO 80045

Facility Manager: Unassigned
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Alert Notification Procedures & Communications

Alert Notification Procedures
o *Itis very important to realize that this is not associated with the
campus alerting system (CU Alerts)*

The alert notification tab represents how you are going to inform your teams when
continuity operations are in place.
Document all of the procedures your organization has established to communicate during
and after a continuity event/disaster

o Call Trees — These are easily broken and not the best way to do alert notifications

® Have redundant measures for communication and quick ways to rapidly get
information out to a large amount of people.

Quickly getting information out to your group

o Consider an application such as GroupMe, WhatsApp, Teams, etc. to use

throughout your organization

o Email Notifications

o Social Media (do not post sensitive information on Social Media)
You need to assume and treat this notification system as if the disaster will occur while you
are not at work (you are only actually at work for 20%-22% of the year.

Try to think about contingencies you would have in place if certain critical infrastructures
are down or unavailable.

What happens if the power is out?
What if phone lines are down?
What if cell towers were overloaded or not working?

What if work email is overloaded or not working (e.g. cyber-attack)? This may take out your
work email so having personal emails in your “contacts” section provides a redundancy to
maintain email communication.

e Best practices:

o Develop notification procedures that are simple to follow

o Train your staff on the procedures

o Have a way to get information out that is not reliant on your work infrastructure

o Develop a way of notifying your alternate facility and vendors if relocation is
necessary so that alternate facilities can be prepared and vendors do not drop off
product at a facility you are no longer using (that also means your alternate
facility is not getting supplies).

e Master Data Area

o If you have access to the Master Data area for your plan, you can put in alert notification
procedures that will flow down to the subordinate plan and cannot be edited.
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Example of Bold Planning Alert Notification Procedure Tab

@ University of Colorado
|

9

The Department Head will notify the COOP Relocation Team (CRT) Chief to activate the COOP Plan.

Upon notification to activate the COOP Plan, the CRT Team Chief will perform the following duties:

1. Notify the CITO if not previously notified
2. Notify the Emergency Response Team
3. Notify the Continuity Team (Annex A)
4. Notify key staff
5. Engage Facilities, Police, Communications as required
6. Designate a COOP situation room
7. Begin assessing damage and outage affects and how the affect internal and external constituents
8. Notify Service Desk and if necessary, set up alternative or remote location for service desk technicians
9. Determine if interim options are necessary for essential services
10. Determine if alternative facilities or remote work locations are necessary
11. Contact all OIT staff with assignments

. Send RAVE
. Update public website as necessary

[y
JN

¢
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Essential Functions

e Essential functions are a critical aspect of your COOP. Essential functions represent ONLY the
functions your organization absolutely needs to remain operational. It does not represent all of
the functions that your organization does on a day-to-day basis. Focus only on those functions
that keep your department from becoming ineffective.

e A COOP is developed to ensure an organization’s essential functions are maintained both
during and after a disruption. As such, it is imperative that all these critical functions are clearly
outlined, and appropriate actions are detailed.

o Essential functions should be described as actions conducted under NORMAL
conditions.

e Make sure senior management is fully supportive and willing to provide its stamp of approval on
the process

o Have a thorough discussion within the department to determine what your priority list
of functions are.

o Look at upstream and downstream dependencies.

*  You can configure custom fields within the function detail page to capture
upstream and downstream dependencies. Upstream and downstream
dependencies represent how a function can affect other parts of your operation
above or below that function’s level within your department

o Essential Functions are your engine to keep going. Keep in mind the interdependencies
within your department. If you lose certain personnel, buildings, or systems, how will
that effect your operations?

o You want to have a clear understanding of what functions must stay operational during
times of a disruption vs. the functions that can be delayed or postponed temporarily.

o Incorporate feedback from multiple levels within your operation. Higher level managers
may miss lower level essentials, gaining feedback from different levels will ensure you do
not miss any essential functions.

o Make sure your essential functions are clearly defined based on the severity of a
disruption
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Creating Essential Functions in Bold Planning

e Essential Functions are broken up into three tiers. For these time periods, think about how long
you have after a disruption before you MUST perform a function.

o Functions to be performed, given a ONE DAY disruption (highest to lowest priority)

o Functions to be performed, given a ONE DAY — ONE WEEK disruption (highest to
Lowest Priority)

o Functions to be performed, given a ONE WEEK — ONE MONTH disruption (highest
to lowest priority)

o Itis also encouraged, if your department has needs that require more tiers, for you to
create additional tiers to meet your department’s operational needs.

e Fach level of function should build upon the last, so you do not need to put the same
information in one “day — one week” that you put in the “one day” disruption category.

e To add a new function, simply click on “Add New Function”. Within this tab you will:

o Write in what the essential function is;

o Denote what tier this function will go into;

o Choose which organizational unit the essential function is a part of;

o Determine if it is a Primary Mission Essential Function (PMEF)

® These are functions that are required to be completed by law, ordinance,
directive, executive order, critical health, and/or life safety

= If something is determined to be a PMEF, in the essential function field, explain
the justification as to why it is a PMEF.

o Link People to the essential function — This is where interdependencies come into play.
You want to show which people pertain to which essential function. If you don’t see the
people you need for the essential function, go into your contacts list and add/import
them. You can also free text in the bottom box if a more general group of people can
perform the function.

o Link Vital Record — This is very important because it states what you need to perform
the essential function. Remember, what is common knowledge for you might not be
common knowledge for the person reading your COOP.

e After you complete all your essential functions, go to “Reports” and under the “Essential
Functions” annex, click on the excel spreadsheet report. Look under personnel, if you have
essential functions that only have 1 or 2 personnel under them, you may want to expand your
“Otders of Succession” to allow other people to conduct that job. You could also expand your
“Delegation of Authority” so that the essential personnel can spread out their jobs to other
people if they are unable to perform their duties when the COOP is activated.
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Example of Bold Planning Essential Functions Tab

@]ﬂ University of Colorado

Add New Tier Add New Function
J

Priority  Function
#1 Maintain or reestablish Police Department Communications (radio, phone, Internet)
#2 Police response to high priority calls (emergencies)
#3 Maintain or reestablish ability to monitor and respond to critical and high value alarms
#4 Maintain or reestablish ability to provide emergency notifications/ timely warnings/instructions to campus in conjunction with Public Information Officer
#5 Notifications to University Crisis Leadership Team, public safety partners etc. as appropriate
#6 Activate University Emergency Operations Center and coordinate activation of Emergency Response Team if needed
#7 Response to malfunctioning card readers, cameras, and related access issues
#8 Security Badging Office ability to address access badge issues
#9 Alternate site for Police Department servers if Pharmacy building impacted
Priority  Function
#1 All one day (Tier 1) functions
#2 Implement a critical staffing plan
#3 Identify alternate transportation options for Patrol operations (e.g. golf carts, patrol bikes, etc.)
#4 Account for employees and their ability to respond to campus
#5 Develop/implement alternate time-keeping methods if needed
#6 Distribute forms and materials for report and evidence collection, if electronic system unavailable (E.g. ARMS, BEAST, etc.)
#7 Relocate to alternate locations if needed (to include working from home or other remote site)
#8 Develop alternate method for evaluating and delivering documents to courts and/or District Attorney
#9 Procure (buy, rent, borrow) replacement equipment, tools, parts, vehicles, fuel for patrol cars, etc. if needed
#10 Secure storage for confidential records and evidence and document chain of custody (alternate site if PD building not available)
#11 Coordinate University Emegrency Operations Center operations if needed (to include external resources such as Red Cross, Aurora Fire Department, Aurora Police
Department, etc.)
#12 Communicate operation changes, service locations, Police Department contact info, etc. to campus community, public safety partners, general public etc.
#13 Facilitate alternate camera access for critical University Departments (e.g., Envrionemntal Health and Safety)
#14 Identify and plan for lodging and feeding essential Police Department personnel
#15 Capture/retrieve information for crime log as required by Clery Act
Priority  Function
#1 All one day (Tier 1) and one week (Tier 2) functions
#2 Develop alternate methods for Communications Center monitoring of cameras and radiation detection systems (need to establish arrangements with University of
Colorado Health Security and/or Aurora Police Department)
#3 Review and revise critical staffing plan as needed
#4 Continue to coordinate University Emergency Operations Center operations if needed. Consider request for Inicdent Management Team
#5 Develop alternative method to receive mail (including subpoenas)
#6 Process requests for records
#7 Process payments to vendors
#8 Initiate/continue human resource processes
#9 Alternate method for body camera data download and charging
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Vital Records

e Vital Records represents the “What” of your COOP
o Vital Records are what things you use to conduct your day-to-day operations
e The important items your organization relies upon to complete its essential functions
o Software/Systems, spreadsheets, databases, specialized programs
e Vital Records are not just electronic documents; they could also include maps, manuals,
official stamps/seals, printed materials

e s there software, databases, or other systems within your department that is not readily
available outside of your department?

e If your custom software/database goes down, do you have a backup data center/setver?
o How long do you think you could maintain your operation with just pen and paper?
e Try to be as specific and thorough as possible with your Vital Records. They will be
attached to your essential functions so you know what Vital Records you need to continue
performing your essential functions.

e Where do you keep each back-up of your Vital Records and who has access to them? (If you
find that you do not have a back-up process for a Vital Records, you should start a process.
o How often is each Vital Record backed up? Is this a manual process or automated?
®  Who is responsible for backing up and maintaining each Vital Record; what
is their email and phone number? The more thorough your contacts tab is,
the easier this will be.
e How to use the Vital Record Tab
o When you click on the Vital Record, you can say what type of Vital Record it is
o You can then explain what it is and how it is used within your organization
o The next box says who is responsible for it and how it is maintained
o You can then set the primary and back up locations (this comes from your facilities
tab). How is it backed up (Hardcopy? In the cloud?)
Update your vital records once a year. It is recommended that you update every 6
months but a minimum of 1/yeat.
o If you add in a new Vital Record and you want your organization to have access to
that Vital Record, you can put the Vital Record into the Master Data Area and
everybody within your Master Data area will have access to it.

(@)

Before you enter in a new vital record, go to IMPORT VITAL RECORDS that way you will
not duplicate vital records.

Before backporting a vital record to the Master Data Area, consult the admin for the Master
Data Area to make sure that is appropriate.
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Example of Bold Planning Vital Records Tab

Add New Vital Record Impost Viial Records Backport Vilal Records

Search / Filter:

Priority Vital Record / Vital Resource Description of Vital Record / Vital Resource Details

Eaney,

3 This is the TFS source ¢ ry for Eduvey
4 These are additional solutions that need to be installed into vi o full 7 e EdiLVi
#5 Decuments r SearchBlox search tool server tw
26 10 Configuration Doc or SharePoint 2010 server farm canvey
=7 atalyst Configuration Docu or SharePoint 2013 Eduview

s ot  Sitefinity web server and db enviranments Eouvey
=9 cuments

iy
orted physical and virtual servers Eaiie,
'J.-'-.-' 1\ diagrams of all farms supported by web services EdiVied) -

what it is being use

126 PM
7/2/2020 q
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Drive Away/Go Kits

Drive Away or “Go” kits are also commonly referred to as “Relocation” kits. The
basic concept of these is abo of essential items pre-packed by your organization that
will be used to establish recovery operations if you relocate to an alternate facility. If
prepared correctly, a Drive Away/Go Kit will assist your organization in recovering
and maintaining the most critical operations during the first few days following a
continuity event.

Types of Drive Away/Go Kits

On-Site Kits — These types of kits would be left in the office by an exit or a spot
that is easily accessible. This however is not a recommended method if possible
because it relies on variables including the event occurring during work hours and
somebody remembering to take it while evacuating. Also, if costly items are in the
kit, it may be stolen, or never used.

Off-Site Kits — This method is just like above except you have the advantage of not
needing to be at the office or building when the event occurs to access the kit.
These kits can typically be stored in an auxiliary facility, the manager’s home or the
trunk of their car. The disadvantage to this is that there may still be costly items that
may never be used.

Electronic Kit — This kit is either on your Bold software or a USB, zip disk or
external hard drive that contains important files, phone numbers, legal contracts,
forms, operating procedures, manuals, databases or other valuable electronic
resources. This is the most efficient and least costly kit to create. It is recommended
that you update this kit quarterly to make sure everything is up to date. Also, if
sensitive documents are on any type of drive, you may want to encrypt it to limit
access to it.

Questions to Ask Yourself

What types of items would your department need to operate at an alternate facility?

If you had 5 minutes to safely walk through your facility and gather essential items,
knowing that you would be gone for a week or two, what would you take? This is
what belongs in a Drive Away/Go Kit.

Do you only need one kit for your entire department or should different individuals
have their own kits? If this is the case, you will need to train/exercise on individual’s
protocol for these kits.

Steps to Review and Update Drive Away/Go Kits

Go to “Drive Away / Go Kit” — List the items contained within your kit. Within the
“Reports” section of the system, the Drive Away/Go Kit information you develop
will be used to create a report and checklist of items maintained in your kit.

It is preferred that Drive Away / Go Kits are checked every 6 months. However,
they need to be checked at a minimum of once a year to make sure everything is up-
to-date and so older materials can be switched out.
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Example of Bold Planning Drive-Away Kit Tab

University of Colorado

Administrator Drive Away Kit

Add Kit

Category Quantity Description
Communication 0 Cell Phone - Business and Personal
Communication 0 Radio
Communication 0 Television
Equipment 0 Laptop Computer
Forms 0 Contact Numbers for Consulting Physicians
Forms 0 Contact Numbers for Legal Staff
Forms 0 Contact Numbers for State and County EOC's
Forms 0 List of Employee Phone Numbers
Forms 0 List of Headquarters Personnel Phone Numbers
Supplies 0 Copy of COOP Plan
Supplies 0 Copy of Emergency Operations Plan
Supplies 0 Office Supplies

Budget/Accounting Drive Away Kit

Category Quantity Description
Forms 0 Building Plans/Specs
Forms 0 Copies of Contracts/Agreements
Forms 0 Property Inventory Listing
Forms 0 Purchasing Manual
Forms 0 Safety Manual
Supplies 0 Calculator
Supplies 0 Legal Pads
Supplies 0 Letter Size Folders and Expandable Files
Supplies 0 Pens and Pencils/Pencil Sharpener
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Testing Training & Exercises (TT&E)

e Creating the plan is only half the battle. You need to maintain the plan.
e Once you have completed your plan, PLEASE do not just shelf it.
e TT&E is one of the most important parts of your plan.

o It helps you to organize, identify and fill critical gaps in your COOP
It keeps your staff aware of plan content
Ensures staff know their roles and responsibilities, and how they play into the big
picture of resiliency.
Discuss your plan at staff meetings, talk through a scenario
Conduct tabletop exercises (Emergency Management can help with this)
Challenge what is in your plan to make sure it is hardened
Think in terms of the “fluke” something that you don’t think could ever happen to your
department, can your COOP still hold up?
e Test your plan

o Unannounced relocation drills

o 1 hour of no access to their office

o Test how quickly you can activate your COOP

o Do al day “off-site”. Can your whole department work from home?

*  Check productivity
o Trying these during regular operations will help when you have to activate your COOP

o O

O O O O

e Exercise
o Do not stifle people’s creative ideas or impulses
e Tabletop Exercises
o Always have a facilitator (Emergency Management can help with this)
o Discussion based scenario
o Keep these low stress. Everybody is there to learn and improve
o Should include an open dialogue about roles and responsibilities
o Have a short-term disruption scenario followed by a long-term disruption scenario
e Functional Exercise
o Hands-On and operationally based
o Mildly more stressful. The attempt is to simulate and actual operational scenario
o Usually one or two scenarios
e Full-Scale
o Hands-On
o The closest thing you can get to without anything actually getting disrupted or people
getting hurt
High-Intensity
This is a very large production
Real-time operations movement of personnel and resources
Costly to mobilize a full scale exercise with different assets
O Most valuable for validating operation plans

O O O O

e After any level of training exercise, document lessons learned and edit your COOP accordingly.

e Master-Level TT&E events appear in sub plans, but can’t be edited. There is no “backport”
feature.

Training is not a one-time thing... it’s an ongoing process
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